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2 Clarivate
Analytics

NAS RK s pleased to announce that News of NAS RK. Series physico-mathematical
journal has been accepted for indexing in the Emerging Sources Citation Index, a new edition of
Web of Science. Content in this index is under consideration by Clarivate Analytics to be
accepted in the Science Citation Index Expanded, the Social Sciences Citation Index, and the
Arts & Humanities Citation Index. The quality and depth of content Web of Science offers to
researchers, authors, publishers, and institutions sets it apart from other research databases.
The inclusion of News of NAS RK. Series of chemistry and technologies in the Emerging
Sources Citation Index demonstrates our dedication to providing the most relevant and
influential content of chemical sciences to our community.

KaszakcmaH Pecnybnukacbl ¥nmmbiK fblnbiM akademusicbl "KP YFA XabGapnapbi. @u3ukanbik-
MameMamukarblK cepusichl” FbirbIMU XypHasbIHbiH Web of Science-miH xaHanaHraH Hyckacsl Emerging
Sources Citation Index-me uHOekcmeryee KabbindaHraHbiH xabapnaldsl. byn uHdekcmerny 6apbicbiHOa
Clarivate Analytics komnaHusicbl XypHandbl o0aH api the Science Citation Index Expanded, the Social
Sciences Citation Index xoHe the Arts & Humanities Citation Index-ke Kabbiiday maceneciH
Kapacmbipyda. Webof Science sepmmeyuwinep, asmopnap, bacnawsbiiap MeH MeKeMenepae KOHmeHm
mepeHDiei MmeH canacbiH ycbiHaobl. KP YFA Xabapnapbl. XuMusi xoHe mexHosnoausi cepusicel Emerging
Sources Citation Index-ke eHyi 6i30iH KoramdacmabiK YWiH eH 63eKmi xoHe 6edendi XuMusinbiK FblribiMOap
bolbiHWa KoHmMeHmke adandbifbiMbi30bl b6indipedi.

HAH PK coobuwaem, ymo Hay4qHbIl XypHan «M3secmuss HAH PK. Cepus ¢busuko-mamemamuyec-
Kas» 6bin npuHam 0Ons uHdekcupoeaHusi 8 Emerging Sources Citation Index, o6HoeneHHou eepcuu Web
of Science. CodepxaHue 8 amoMm UHOeKcuposaHUU Haxodumcs 8 cmaduu paccmMompeHus KomrnaHuel
Clarivate Analytics dns GanbHelweao npuHAmMus xypHana 6 the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kayecmeo u enybuHy koHmeHma O0ris uccriedoeamersiel, asmopos, usdamersnel u y4pexoeHul. Bkrmo-
yeHue UNssecmussi HAH PK e Emerging Sources Citation Index 8eMoHCmpupyem Hawy rnpusep>xeHHOCMb
K Haubosiee akmyanbHOMY U 6/IUSIMENIbHOMY KOHMEeHMy M0 XUMUYECKUM Haykam Ofisi Hawezo
coobuecmesa.



Bacpenaktophsl
¢.-m.r.1., pod., KP ¥FA akagemuri
F.M. Myranos

Pegaxnus axkKachs:

AcanoBa A.T. pod. (Kazakcran)

bomkaes K.A. PhD noxropsr (Kazakcramn)
Baiirynuexos JK.2K. npod., akanemuk (Kazakcran)
Quevedo Hernando npod. (Mekcuka)

Kycimos M.A. mpod. (Kazakcran)

KoBager A.M. npod., akagemuk (YkpanHa)
Kanumoanaes M.H. mpod., akanemuk (Kazakcran)
MuxaneBu4 A.A. npod., akagemuk (beraopycs)
Mpip3akyJioB P. npod., akanemuk (Kazakcran)
Pama3zanos T.C. npod., akanemuk (Kazakcran)
Taxu6aeB H.2K. npod., akanemuk (Kazakcran), 6ac pen. operaOacapbl
Turunsny U. npod., akagemux (Monmosa)
Yaaues 3.I'. ipod., wi.-xkopp. (Kazakcran)

Xapuu C.H. npod., akanemuk (Kazakcran)

«KP ¥T'A Xa0apiapbl. DU3UKa-MaTeMaTUKAJIBIK CEPUSICHI».

ISSN 2518-1726 (Online), ISSN 1991-346X (Print)

Menmikrenymi: «Ka3akctan PecrryOnukaceiHbIH ¥ ATTHIK FRUTBIM akageMusicel» PKB (Anmartsr k.).
Kazakcran PecryOnukachiHBIH AKmapaT jkKoHe KOMMYHUKANUSIAp MUHHCTPIITiIHIH AKNapar KOMHTETiHIE
14.02.2018 x. 6epinren Ne 16906-2K mep3iMaik 6acBUTBIM TipKeyiHE KOWBLTY Typajbl KyoJliK.

TakbIPBINTHIK 0aFbIThI: QU3UKA-MAMEMAMUKA 2bLABIMOAPLL HCIHE AKNAPAMMBIK,
MEXHOI02UANAP CANACHIHOARbL DACHIM 2bLILIMU 3epmmeyiepoi
Jcapusanay.

Mep3imainiri: >KpUTbIHA 6 peT.
Tupaxsr: 300 nana.

Penaknusaeig Mmexemkaier: 050010, AnmMars! K., lllesuenko kemr., 28; 219, 220 6em.;
Ten.: 272-13-19; 272-13-18,
http://physics-mathematics.kz/index.php/en/archive

© Kazakcran PecrryOnukachIHBIH ¥JITTHIK FRUTBIM akaaeMusichl, 2021

Tunorpadusasie MekeHxaiibl: «NurNaz GRACE», Anvatsr k., PeickynoB kemr., 103.



'maBHBIH pemakToOp

n.¢.-M.H., ipod. akanemuk HAH PK
I''M. MyraHoB

PemaxkmuoHHas KONIETHS:

AcanoBa A.T. mpod. (Kazaxcran)

Bomkaes K.A. moxrop PhD (Kazaxcran)
Baiirynuexos 7K. K. npod., akanemuk (Kazaxcran)
Quevedo Hernando npo¢. (Mekcuka)

KycynoB ML.A. mpod. (Kazaxcran)

KoBanes A.M. nipod., akagemuk (YkpauHa)
Kamumongaes M.H. npod., akanemuk (Kazaxcran)
MuxaneBud A.A. mpod., akanemuk (benapycs)
Mpeip3akyJoB P. mpod., akanemuk (Kazaxcran)
Pama3zanos T.C. npod., akanemuk (Kazaxcran)
Taxu6aeB H.)K. npod., akanemuk (Kazaxcran), 3am. ri1. pen.
Turuasny U. npod., akagemux (Monmosa)
Yanues 3.I'. mpog., wi.-kopp. (Kazaxcran)

Xapun C.H. npod., akanemuk (Kazakcran)

«H3Bectuss HAH PK. Cepus ¢pusuka-MmaTeMaTnuyeckasn.

ISSN 2518-1726 (Online), ISSN 1991-346X (Print)

Co6ctBennuk: POO «HammonanpHas akameMus Hayk Pecrryonuku Kazaxctam» (T. AaMaTsl).
CBUETENBCTBO O MOCTAHOBKE HA YYeT MEPUOAMYECKOro mevaTHoro u3gaHus B Komurere mHbopmanmn
MunncrepctBa uHMOpManuu W KomMMmyHukanuid PecryOmmku Kaszaxcram Ne 16906-K, BweimanHOe
14.02.2018 r.

TemaTH4eckasi HANPABJICHHOCTb: NYOIUKAYUA RPUOPUMEMHBIX HAYUHBIX UCC1€008AHUTL
6 o0nacmu pusuKo-mamema-muyecKux HayK
U UHPOPMAYUOHHBIX MEXHOI02UIL.

IlepuoanuHOCTh: 6 pa3 B rox.
Tupax: 300 3K3eMIIApOB.

Anpec penakuuu: 050010, r. Anmarsl, yi. [lleBuenko, 28; koM. 219, 220; ten.: 272-13-19; 272-13-18,
http://physics-mathematics.kz/index.php/en/archive

© HammonanpHas akagemus Hayk Pecyonmku Kazaxcran, 2021

Anpec Tunorpaduu: «NurNaz GRACE», r. Anmartsl, yi. Peickynosa, 103.



Editor in chief

doctor of physics and mathematics, professor, academician of NAS RK
G.M. Mutanov

Editorial board:

Asanova A.T. prof. (Kazakhstan)

Boshkayev K.A. PhD (Kazakhstan)

Baigunchekov Zh.Zh. prof., akademik (Kazahstan)
Quevedo Hemando prof. (Mexico)

Zhusupov ML.A. prof. (Kazakhstan)

Kovalev A.M. prof., academician (Ukraine)
Kalimoldaev M.N. prof., akademik (Kazahstan)
Mikhalevich A.A. prof., academician (Belarus)
Myrzakulov R. prof., akademik (Kazahstan)
Ramazanov T.S. prof., akademik (Kazahstan)
Takibayev N.Zh. prof., academician (Kazakhstan), deputy editor in chief.
Tiginyanu I. prof., academician (Moldova)

Ualiev Z.G. prof., chl.-korr. (Kazahstan)

Kharin S.N. prof., academician (Kazakhstan)

News of the National Academy of Sciences of the Republic of Kazakhstan. Physical-mathematical
series.

ISSN 2518-1726 (Online), ISSN 1991-346X (Print)

Owner: RPA "National Academy of Sciences of the Republic of Kazakhstan" (Almaty).

The certificate of registration of a periodical printed publication in the Committee of information of the
Ministry of Information and Communications of the Republic of Kazakhstan No. 16906-K, issued on
14.02.2018.

Thematic scope: publication of priority research in the field of physical and mathematical
sciences and information technology.

Periodicity: 6 times a year.
Circulation: 300 copies.

Editorial address: 28, Shevchenko str., of. 219, 220, Almaty, 050010, tel. 272-13-19; 272-13-18,
http://physics-mathematics.kz/index.php/en/archive

© National Academy of Sciences of the Republic of Kazakhstan, 2021

Address of printing house: «NurNaz GRACE», 103, Ryskulov str, Almaty.



News of the National Academy of sciences of the Republic of Kazakhstan

NEWS

OF THENATIONAL ACADEMY OF SCIENCES OF THE REPUBLIC OF KAZAKHSTAN
PHYSICO-MATHEMATICAL SERIES

ISSN 1991-346X

Volume 1, Number 335 (2021), 14 — 18 https://doi.org/10.32014/2021.2518-1726.2

UDC 004.056.53
IRSTI 81.93.29
N. Baisholan', K.E. Kubayev’, T.S. Baisholanov’

123 Al-Farabi Kazakh National University, Almaty, Kazakhstan.
E-mail: baisholan@mail.ru, kubaev.k@mail.ru, btstalgat@mail.ru

MODERN TOOLS FOR INFORMATION SECURITY SYSTEMS

Abstract. Efficiency of business processes in modern organizations depends on the capabilities of applied
information technologies. The article describes and analyzes the role and features of audit tools and other
methodological tools and models in ensuring the quality and security of information systems. The standard’s
principles are reviewed, as well as the importance of meeting business needs. In order to protect virtual values in a
company’s system environment, the importance of using information security models is revealed. Practical proposals
in risk management and information security in information technology are analyzed through the COBIT standard.

Measures for protecting the information system of an organization from accidental, deliberate or fake threats are
considered. The possibility of using one of the real information security models by the information recipient or
provider in accordance with the requirements of external processes is reported.

Furthermore, in connection with increase in the number of attack methods and techniques and development of
their new tools and vectors, the need to improve and ways to ensure information security are being considered.

The essential tasks of security audit are considered, and the stages of their implementation are described. With
regard to security of information systems, an analytical model is proposed for determining vulnerability’s numerical
value.

Key words: COBIT methodology, ITIL library, ISO 20000 standard, information technology, information
audit, information security, risk, vulnerability, COBIT ® 2019 Framework.

Digital technology advances automate everything from all social areas of society to the activities of
large industrial organizations, including active implementation in the businesses, increased introduction of
innovations in general. However, justifying the costs spent on them, rational budget planning for the
development of information technologies in organizations and self-completion of new introduced IS in
terms of functionality, and the process of improving the quality of control of the (digital) trend of
digitalization — such events create the need to audit its IT and increase its relevance.

Although generally, the basis of the IT structure depends on the software, it is largely dependent on
technology means, moreover, trends in development, introduction, application, maintenance, etc. require
implementation through efficient solutions, which, in turn, requires information technology competence
and knowledge to support various regulatory requirements.

Therefore, a number of ITIL libraries, COBIT methodology, ISO 20000 service management
standards for managing information services and ensuring their security is applied on the IT market.

Concurrently, the COBIT (Control Objectives for Information and related Technology) methodology
which was developed and proposed by ISACA in 1992, is a tool that is necessary directly for the IT audit
service, which will gain demand on the modern IT market [1,2]. This abbreviation stands for a set of
documents that define the principles of information technology management and audit.

The emergence and formation of this methodology can be described using figure 1 [3.4].

Today, the enhanced COBIT Version 5 standard greatly impacts improvements to meet the
requirements of the information technology market, especially large institutions and risk management. As
A.V. Repin indicated this, based on the works [1,5], this can be justified by the following principles:

1. Focus on meeting the needs of related party;

2. Coverage of all activities of an enterprise;

—— |4 ——



ISSN 1991-346X Series physico-mathematical. 1. 2021

3. Reliance on the application of a single integration structure;
4. Ability to implement a seamless method;
5. Its focus on the separation of IT management from management in an institution.

Table 1 — Evolutionary stages of CobiT standards

Years Versions Name
1996 CobiT 1 Audit
1998 CobiT 2 Control
2000 CobiT 3 Management
2005/2007 CobiT 4 Information Technology Management
2012 CobiT 5 Company information technology management
ENTERPRISE GOVERNANCE OF INFORMATION AND TECHNOLOGY
2018 COBIT ® 2019 (EGIT)

The COBIT standard, which has passed the indicated stages of development, is a combination of
about 40 international standards of control, audit and management, information security. In other words,
the COBIT standard is based on the generally accepted method, the BSC balanced scorecard, the
improved SEI CMM/CMMI model, PMBoK (project management methodology) and the methods of
PRINCE2, TickIT, ITIL® and other standards [5,6]. After Version 5, the COBIT ® 2019 Framework:
Governance and Management Objectives version covering the ITIL, CMMI and TOGAF structures [7] is
now applied more rationally. It is processed as a methodology for management and governance of
corporate information and technologies that fully support institutions, and is aimed at managing this
information, its security and risks.

Its principle lies in formation of compatibility of mutual understanding between management on the
way to achieving the key business goals and IT service, as well as elimination of possible discrepancies. In
this regard, a company operating in the COBIT electronic environment offers its managers, users of
information systems and related auditors a set of measurements, trends and top practices approved to
increase the benefits of information technology, and also creates IT guidelines and rules for a specific
company and helps to rationally control the activities.

COBIT predicts which information in information technology management is reliable to achieve the
most effective business goals of a company. Along with that, COBIT describes the relationship between
business strategy and information technology, subsequently defines and supports IT values and
implements control measures. The essential task is that information technologies should fully support and
actively increase the competitive advantages defined in a company’s strategy and, through the
advancement of business requirements for information for the timely rationalization of costs, participate in
building its prerequisites. According to this standard, having turned into a business tool, IT presents
practical proposals for risk management and information security systems in IT.

In accordance with requirements of the Approach to Information Technology Management
international standard (Cobit), the information system verification procedure consists of four stages:

- identification and documentation (planning and organization);

- management mechanisms assessment;

- identity test;

- detailed testing.

When describing the information security system in any institution, protection measures against
accidental, intentional or fake threats to its information system based on such widespread information
security properties as confidentiality, integrity, and availability [8] are also considered. To do this,
regarding external processes requirements the information recipient and/or provider can apply one of the
following models: CVSS3.1., Investigation Process, Diamond, Cyber Kill Chain, etc.

If the property of information security means a restriction in access to hidden indicators in the
military industry, financial indicators in the economic industry, or to patient data in the medical industry,
then the integrity property ensures the exclusion of a violation of reliability and authenticity of
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information. The last property ensures unhindered use of any information available to the users of the
information system at any time.

Therefore, in the course of reliable use of IS in an institution, the problem of correct choice of the
necessary methodological tool arises, which can be solved through the management and control system.

On the practical side, this not only solves information technology problems, but also can ensure that
the business needs are met. One of the key values of a company’s system environment is virtual value, i.e.,
information sources in the form of intellectual property need to be protected and secured. For example,
there is a need to use MITER ATT&CK (arising from the attacker’s point of view) [11], CIA
(Confidentiality-Integrity-Availability) models, since the security vulnerability of information systems
might allow attacks. Thus, in a virtual environment, one of the ways to remotely use a company assets -
the Papa Smurf attack, causes vulnerability of the network receiving ping packets and interferes with its
conductive ability. Another attacked called SYN Flood is the action of server’s TCP connections half-
open on the server and its consequences lead to the closure of access to the server for legal users. Besides,
attacking methods and techniques are being improved, as well as their new tools and vectors are being
developed.

The main tasks of security audit are:

- Analysis of the risks associated with the likelihood of a threat to the security of IS resources;

- Assessment of the current level of IP security;

- Localization of narrow paths in IP security system;

- Assessment of [S compliance with standards applied in information security;

- Introduction of new techniques for IS security and development of proposals to improve current
profitability.

In this regard, when performing these tasks, the IS security audit covers a number of the following
stages such as:

- Conduct of a survey;

- Collection of information;

- Analysis of received data;

- Development of proposals;

- Preparing a survey report.

Security audit methods can be based on risk analysis, application of information security standards, or
a combination thereof.

The risk magnitude is determined depending on the cost of resources, the likelihood of a threat and
the scope of vulnerability based on the following formula [12]:

(p*d)
R=E2, m
where R — risk; p — fund cost; d — threat probability; v — vulnerability value.

The goal of risk management is to select proper countermeasures in order to reduce risk levels to a
favorable level. While the cost of implementing countermeasures should not exceed the amount of the
possible loss. The difference between the cost of countermeasures and the amount of possible damage
should be directly proportional to the likelihood of damage.

The vulnerability v magnitude is defined as the probability of inability of the protected item to resist
actions of the threat sources, and if the force used from the threat source is stronger than the ability of the
protected item to withstand it, then vulnerability v appears. In actual practice, it can arise through factors
such as the likelihood of the threat and the level of protective measures. In this case, the vulnerability v
magnitude can be determined using the following expression:

V= Zisi P(UD) )
z
where P (U;) — expected threat probability; i = 1,n; — number of expected threats; Z — strength of security
0<Z<.
While using this expression and calculating the binding of numerical values with qualitative
properties can performed using the following table 2 [13].

— 1§ ——
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Table 2 — Asset value, risk and vulnerability levels

The degree of probability of occurrence of threats Low Average High
0 o [t 21 ]2]3]2]3]4
1 1 2 3 2 3 4 3 4 5
Value of assets 2 2 3143|4514 )|5]6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 7 8

The growth of riskiness with an increase in the vulnerability magnitude is determined and analyzed
through an audit from a legislative point of view. As a result of the analysis, measures to prevent riskiness
should be proposed.

Thereby, the methodology for assessing the quality of IT activity management in relation to business
processes in a company is based on the abovementioned ITIL library, COBIT methodology and ISO
20000 standards according to service management through information technology. Its results affect the
efficient management of information security using the abovementioned security models.

H. Baiimoaan', K.E. Ky6aes’, T.C. Baiimoanos’
2% On1-Dapabu aTeiHars Kazak yITThIK yHEBEpCHTeTI, ATMathl, Kasakcran

AKITAPATTBIK KAYHICI3AIKTI KAMTAMACHBI3 ETYAIH KA3IPT'T /KABABIKTAPBI

AnHotauus. Kazipri yibiMaapaarsl OW3HEC-yAEpICTEpAiH THIMII JKYPTi3ilyi OHIa KOJIIAHBUIATHIH aKMapaTThIK
TEXHOJIOTHsI MYMKIHJIIKTepiHe Tikenel Toyenni. Makanaja aknapaTThIK JKyle camachlH, Kayilci3[iriH KaMTaMachl3 eTyeri
ayuT xKaOABIKTApBIHBIH OPHBI MEH €pEKIIETIKTepl KoHe 0acKaaa na dicTeMeliK kaOAbIKTap, MOJENIbIACP CHUMATTAIBIII,
TaJIaHFaH.

Kazipri konnaneictarbi COBIT (aknmapaTThl »oHE OFaH KaThICTBI TEXHOJOTHSIApAbI OaKpliay HBICAHAAPHI) dic-
TEMECIHIH aKMapaTThIK TEXHOJIOTHS HAPBIFbIHAAFEI CYPAaHBICKA Ue OONATHIH aKMapaTThIK ayIUT KbI3METiHE TiKenel KaXeTTi
KypaJl eKeH/IITi CHIIaTTanaisl.

COBIT craHmapThIHBIH NPUHIMITEPIHE IOy >KAacalblll, COHBIMEH KaTap OHBbIH OW3HEC KaXKETTLTIKTEPIH KaHa-
FATTaHABIPYAaFbl MaHBI3ABLIBIFEI HeTi3aenenl. KoMIaHusHbIH KeiTiK OpTaChIHAAFbl BUPTYAIIbl KYHIBUIBIKTapIbl KOPFAY
MakcaTblHJa OFaH aKMNapaTThIK KayilCi3mik MonenbaepiH Kongany Mmanbibl Oasupanansl. COBIT cranmapTsl apKbUIbl
aKMapaTThIK TEXHOJIOTHSUIAPJAFbl TOyEKeNJepAi Oackapy MEH aKINapaTThIK KayilCi3[ik JKky#eciH Oackapy-JaFbl
TOXKIpUOEINiK YCHIHBICTAP TallAaHA/IbL.

Mekemeneri aknmapatThIK JKYHeHI Ke3ZeHCOK HeMece KacakaHa, j>KacaHAbl KaTeNiKTeH cakTay HeMece KOpray
mapanapsl KapacTelpbuiagsl. O YIIIH aKmapaTThl KaObUIAAYLIBI HEMece KETKi3il OepyIli CHIPTKBI YAEpIC Tanal-TapblHa
CoifKec HAKTHI aKIMAPaTTHIK KAYINCi3aiKk MOAebIACpPiHiH OipiH KoJAaHyFa 00IaThIHbI OasHIaIa b,

CoHbIMEH KaTap, malybUIIapAblH OficTepi MEH oJicTepiHiH KoOeroiHe »OHE OJap/AblH JKaHa Kypaijgapbl MeEH
BEKTOPJIAPbIHBIH JaMyblHa OaiJIaHBICTBI AKHApaTTBIK KayilCi3AiKTi JKakcapTy >KOHEe KaMmTamachld €Ty >KOJIaphl
KapacThIPbLUIa/IbL.

Kayinci3nik ayauTiHIH Heri3ri MiHIETTepi KapacThIPBUIBIN, OHBI aTKapy Ke3eHaepi OasHaanaasl. AKMapaTThIK
KyiHenepaeri Kayincizaikke KaThICThI OCaNbIK (YBS3UMOCTb) IaMaChIHBIH CaH/BIK MOHIH TaOyAbIH aHAJTUTHKAJIBIK MOJAEIIL
YCBHIHBITAIBI.

Tyiiin ce3aep: COBIT onicremeci, ITIL kitanxanacer, ISO 20000 craniapThl, akapaTThIK TEXHOJIOTHS, aKITAPATTHIK,
ayIuT, aKmapaTThIK Kayincisaik, Toyekes, ocanasik, COBIT ® 2019 Framework.

H. Baiimonan’', K.E. Ky6aes?, T.C. Baiimoanos®
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COBPEMEHHBIE CPEJACTBA OBECIIEYEHUA
HH®OPMAIIMOHHOM BE3OINACHOCTH

AnHoTtanus. DppekTuBHOE BeJeHne OU3HEC-TIPOLIECCOB B COBPEMEHHBIX OPraHU3alMUsIX HAPSIMYIO 3aBUCHT OT
BO3MOXKHOCTEH NMPHUMEHSEMBIX B HUX MH(OPMAIMOHHBIX TEXHOJIOTMH. B cTaThe ONMCBHIBAIOTCS M aHAIU3UPYIOTCS
POJIb U OCOOEHHOCTH CPEJCTB ayANTa, a TAKXKE MPOYUX METOJANYECKUX CPEJCTB U MOJIeliel B 00ecieueHn KayecTna,
6e3onacHOCTH MH(POPMAIIOHHBIX CUCTEM.
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Cospemennas neiictytomias meronuka COBIT (Popmbl KOHTpoIs MHPOPMAIME W CMEXHBIX TEXHOIIOTHIN)
OTMCHIBAETCS KaK CPEACTBO, HEOOXOIMMOE HEMOCPEACTBEHHO A MH(OPMAaMOHHOM CiryObl ayanTa, KOTOpas
3aBOIOET CIIPOC HA PHIHKE HH(OPMAIIMOHHBIX TEXHOIOTHH.

IIpoBoauTCst 0630p MPUHILUIIOB CTAHAAPTA, a TAKXKE 3HAUCHHE yIOBIETBOPEHHUS €ro OM3Hec-noTpedHocTe. B
LENSAX 3aLIUTHl BUPTYAIbHBIX LIEHHOCTEH B CHCTEMHOHN Cpe/ie KOMIAHUHU €l U3J1aracTcsi O 3HAYEHUH HCIONb30BaHUS
Mmojeneir uadopmanmonHoit 6e3onacHoctu. IlocpencrBom cranpapra COBIT ocymectBisieTcss aHanu3 HpakTH-
YEeCKUX NPeII0KEHUH B YIPaBJICHUH PUCKAMHU M CHCTEMOH MH(OpMAaMOHHOM 0e30macHOCTH B MH()OPMALMOHHBIX
TCXHOJIOTHUAX.

PaccmarpuBaroTcs MEpONpHATHs 110 OXpaHe WIM 3aluTe HH(OOPMAIMOHHOW CHUCTEMBI B YUYPEXKICHUH OT
CIly4alHBIX WJIM YMBINUICHHBIX, MHUMBIX yrpo3. CooOmaercss 0 BO3MOKHOCTH HCIOJIB30BaHUS MOIydYaTeleM WIn
MOCTaBUIMKOM HMH(MOPMALMKM OIHOW M3 MoJeiel peajbHOW MH(POPMAIMOHHOW O€301IacHOCTH B COOTBETCTBUH C
TpeOOBaHNSIMH BHELITHUX IPOLIECCOB.

Kpome Toro, B cBSI3M ¢ yBEIWIEHHEM KOJIMYECTBA METOJIOB M ITPUEMOB aTaK M pa3pabOTKON MX HOBBIX CPEACTB
U BEKTOPOB pacCMaTpHBACTCS HEOOXOIMMOCTh COBEPIICHCTBOBAHUS M IMyTed obOecnedeHus WH(POPMaIMOHHON
6e301acHOCTH.

PaccMaTpuBaroTCsl OCHOBHBIE 33/1a4M ayAnTa 0E30MacCHOCTU M M3J1araroTCs ITAIlbl BBIIONHEHMS 3TUX 3a71a4. B
OTHOIIEHNH OE€30IIaCHOCTH B HMH(OPMALMOHHBIX CHUCTEMax INpeIJiaraeTcsi aHaJUTHYecKas MOJeNb OIpeieNICHUS
YHCIIOBOTO 3HAUYEHHS MEPHI YSIB3UMOCTH.

Karouessie cioBa: merononoruss COBIT, 6ubnuoreka ITIL, cranpapter ISO 20000, nndopmannoHHsie Tex-
HOJIOTUH, WH(OPMALMOHHBIN ayauT, MH(pOpPMAaLMOHHAs Oe30MacHOCTh, pHCK, yszBumoctb, COBIT ® 2019
Framework.
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