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2 Clarivate
Analytics

NAS RK s pleased to announce that News of NAS RK. Series physico-mathematical
Jjournal has been accepted for indexing in the Emerging Sources Citation Index, a new edition of
Web of Science. Content in this index is under consideration by Clarivate Analytics to be
accepted in the Science Citation Index Expanded, the Social Sciences Citation Index, and the
Arts & Humanities Citation Index. The quality and depth of content Web of Science offers to
researchers, authors, publishers, and institutions sets it apart from other research databases.
The inclusion of News of NAS RK. Series of chemistry and technologies in the Emerging
Sources Citation Index demonstrates our dedication to providing the most relevant and
influential content of chemical sciences to our community.

Kasakcma+ Pecnybnukacbl ¥nmmbiK fbifibiM  akademusicsl "KP ¥FA Xabapnapbl. ®u3ukarbik-
MameMamukarblK cepusichl” FbinibIMU XypHasbiHbiH Web of Science-miH xaHanaHraH Hyckackl Emerging
Sources Citation Index-me uHOekcmenyzae KabbindaHFaHbIH xabaprnaldbl. byn uHdekcmeny 6apbicbiHOa
Clarivate Analytics komnaHusicbl XypHandbl odaH api the Science Citation Index Expanded, the Social
Sciences Citation Index xoHe the Arts & Humanities Citation Index-ke kabbinday macesneciH
kapacmeipyOa. Webof Science 3epmmeywinep, asmopsap, bacnawbiiap MeH MeKeMmesiepee KOHMeHm
mepeHdiei MeH canacbiH ycbiHaobl. KP ¥FA Xabapnapbl. XuMusi XXoHe mexHoroausi cepusicel Emerging
Sources Citation Index-ke eHyi 6i30iH KoramdacmbIK yYWiH eH 63eKmi xoHe 6edenidi XUMUSIIbIK FblribiMOap
bolibiIHWa KoHmeHmke adarsnobifbiMbi30bl 6indipedi.

HAH PK coobuwjaem, ymo Hay4qHbil xypHan «3eecmusi HAH PK. Cepusi ¢busuko-mamemamuyec-
Kas» 6bin npuHam 0ns uHdekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcs 8 cmaduu pacCMOMmMpPEHUS KoMnaHuel
Clarivate Analytics Ons OanbHelwea0o npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kayecmeo u enybuHy KoHmeHma 0Ons uccriedogameriel, asmopos, uzdamenel u y4upexoeHul. Bkro-
yeHue MNssecmusi HAH PK e Emerging Sources Citation Index deMoHcmpupyem Hauwy npueep>xeHHOCMb
K Hauboree akmyasrbHOMY U 67USSMEeSIbHOMY KOHMEHmMy M0 XUMUYEeCKUM Haykam Ofsi Hawezo
coobuwecmesa.
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QR VERIFICATION OF LABORATORY STUDIES RESULTS

Abstract. This article describes the practical using of QR codes [1] verification of laboratory studies results.
QR codes have become widely used in all industries as quick identification of information and the implementation of
transactional actions, where encrypted URL allows to quickly scanning by using a smartphone camera. Digitalization
contributes to the transition to the online environment of healthcare, office workers, education and to receive more
data on the spread of diseases, exchange information and quickly receive laboratory results without distortion. The
presented solution is a component of the LIS SmartLAB platform [2], which performs complex automation of
laboratories of the different profiles, observing all work processes to obtain reliable results by direct interaction with
laboratory equipment according to international standards HL7 (Health Level 7 - "Seventh level"), ASTM (American
Society for Testing and Materials - "American Society for Testing Materials") and automatic detection of deviations
from standard values [3]. In 2019, there was a pilot implementation of QR verification of results based on the
laboratory of the Skin and venereal dispensary of the Almaty, the results of which made it possible to introduce
QR codes into other profiles of laboratory diagnostics, such as PCR (polymerase chain reaction), genetics,
microbiology and clinical diagnostics. Now, due to the pandemic, all laboratory results for the detection of RNA of
the COVID-19 virus must contain a QR code to avoid falsification of the results.

Key words: QR codes, laboratory information system, laboratory studies, Covid-19, laboratory results
verification, information system.

Introduction. State program "Digital Kazakhstan" implemented in the period from 2018 to 2022 is a
strategic comprehensive program that aims to improve the living standards of the country's population
through the use of digital technologies [6]. Within the scope of the program, special attention is paid to the
large-scale implementation of the electronic health passport of the population of the Republic of
Kazakhstan, where the automation of clinical diagnostic laboratories plays an important role. Within the
framework of the Digital Kazakhstan program, especially in terms of laboratory analyzes of an electronic
health passport, since 2018, the use of QR verification of laboratory research results has begun, where
special attention paid to protecting laboratory research results from counterfeiting. The solution
implemented on the platform of the laboratory information system SmartLAB, where QR codes applied to
the forms of laboratory research results in an automatic mode. The results were verified through the online
results verification service.

A QR code is a two-dimensional barcode (2D barcode) that can contain various information.
QR stands for "Quick Response", which reflects the ability of devices and software to quickly recognize
the code and convert the data into a barcode. DensoWave developed the QR code in Japan in 1994 for
encoding various service information. One QR code can include the following maximum number of
characters:

e Numbers — 7089;

e Numbers and letters (including Cyrillic) — 4296;

e Binary code — 2953 bytes;

e Hieroglyphs — 1817.
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Currently, the QR code is widely distributed in Asia, Europe, and North America. In Japan, such
codes are very popular and are applied to almost all products. The use of QR codes has gained particular
popularity in the banking sector. For example, in China, The most common payment scheme based on QR
codes is the use of WeChat Pay (a payment system for making payments using the WeChat messenger,
owned by Tencent) and Alipay (one of the largest payment systems that are part of Alibaba Group). In
2016, payments and transfers were made through a QR code worth $ 1.65 trillion in China, which is about
a third of all mobile payments in the country [7]. In Kazakhstan, the QR code became popular after the
launch of the Kaspi QR service, which provided a secure service in the Kaspi.kz mobile application [8].

The forms of laboratory research results published in this article are impersonal and presented without
the personal data of patients, to avoid publication of personal data of patients, which protected by the law
on personal data [9].

Main section. The study aims to implement a system to protect laboratory test results from
counterfeiting, especially if these are the results of skin and venereal diseases or COVID-19. As everyone
knows, the Covid-19 pandemic continues, and according to statistics, the situation in Kazakhstan and the
world is not stable (figure 1) [10].

Cases

Total « & worldwide ~
Cases Recovered Deaths
kel o ol
Location Cases+¥ Recovere Deatl
E Kazakhstan 250K 223K 3,135
BE United States ??6_” ] 48 4K
- India 10.9M 10.6M 196K
& s o .
2E united Kingdom 4.03M - 17K

Figure 1 - Covid-19 statistics at 20.01.2021

According to statistics, it is necessary to protect against falsification of laboratory test results so that
unscrupulous citizens cannot spread and multiply the SARS-CoV-2 virus.

The implementation of this solution consists of the following stages:

e Stage 1. Development of the model of the system;

e Stage 2. Development of libraries for generating QR codes and putting them on the results forms;

e Stage 3. Development of an online service for QR code verification;

e Stage 4. Publication of the service for production use.

Stage 1. At this stage, the processes were defined, the steps of the interaction of each process, areas
for verification of the authenticity of the research results, as well as the format of the returned information,
where it was clearly defined that:

e Data exchange with using JSON;

e Electronic results in PDF format, since it is a universal convenient format for presenting
information.

As a result, the model was presented as in figure 2.
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Figure 2 - General solution model

Stage 2. At this stage, the development of methods for generating a QR code with its further
application to the results form carried out. A result form is a form of medical documentation approved by
the Ministry of Health of the Republic of Kazakhstan, which contains the following information (figure 3):
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Figure 3 - Result form

To generate a QR code for the results form (figure 3), a built-in component in the LIS Smartlab
platform was used. The QR code was generated by the URL (Uniform Resource Locator - a system of
unified addresses of electronic resources) the address of the online service indicating the unique GUID
(Globally Unique Identifier - the globally unique identifier) key as a verification parameter. The QR code
URL received the following form: “https://online.service/?Lab_order=ABF90471-1403-4496-863E-
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8ACAB55A51F6”. The key was generated automatically when creating an order for laboratory research
and was used for further identification. As a result, the model for the implementation of the 2nd stage
received the following form (figure 4):

QR code

generation

Creating an order GUID code Making a results

generation form

for laboratory
study

Figure 4 - QR code generation model diagram

Stage 3. At this stage, the development of an online service carried out, which produces the following
work:

e Development of methods for identifying a unique code transmitted via a QR code.

e Development of API methods for verifying the result;

e Adaptation of the PDF viewer of the results to the service, since when the results are directly
displayed in PDF format on smartphones, the file is available for viewing after downloading to the device;

e Development of methods for displaying the obtained result.

When developing a method for displaying the results, external factors were taken into account, such
as robots and bots that can constantly scan hosts and load the service. To avoid this, Google ReCaptcha
(a system of protection against Internet bots) [11] was activated, which further increased the protection of
the service. When switching to an online service, a page for checking for Internet bots is displayed in front
of the user (figure 5), which will not allow switching to verification of the result without checking for
bots.

B MNpoiiante npoBepKy 1 NOATBEPAUTE UTO
Bl He poboT 1 He 60T

v [NOATBEPOUTE

o
\/ 1 He poboT .

reCAPTCHA

KosEiamsunans aaTs - YEnomaR AETons3asas

Figure 5 - Checking for Internet bots

The service and all methods developed by using the PHP 7.4 programming language, the Nginx web
server. As a result, the service received the following model of work (figure 6.):

Calling index.php
for the
verification

API methods Making results Displaying on the

for verification form device

Figure 6 - Service model

Stage 4. At this stage, the solution was tested, finally, QR codes for verification were automatically
generated in all forms of results and published for identification in the online service. For participants in
the laboratory automation process, their local online services are created, which allows you to distribute
the load. As a result, the scheme of the solution was as follows (figure 7):
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Scanning QR using a smartphone

Figure 7 - Solution in production mode

Results. The presented solution passed production testing in February 2019 at the
"Dermatovenerologic dispensary” in the Almaty and widely used for other laboratories of the public and
private sectors.

Conclusion

QR coding of laboratory test results is an integral part of LIS SmartLAB results forms, and has been
implemented in laboratories of various profiles, such as “Kazakh Research Institute of Eye Diseases
(Almaty), Kapshagai City Clinical Hospital (Kapshagai), Center for Molecular Medicine ( Almaty, Nur-
Sultan, Atyrau), Center for Sports Medicine and Rehabilitation (Almaty), Almaty Regional Children's
Clinical Hospital (Otegen-Batyr village, Almaty region), KazNMU named after S. D. Asfendiyarov
(Almaty), MEDSI LLP (Karaganda), GioTrade LLP (Karaganda), Regional Center for Reproductive
Medicine (Ust-Kamenogrsk). I would like to note that the presented solution served as one of the tools to
protect against falsification of the results for COVID-19, which influenced the publication of the order by
the Ministry of Health of the Republic of Kazakhstan on the forms of results for Covid-19. As a result, the
participants in the automation process achieved:

e The reliability of the results - the result on paper could always be verified for reliability;

e Application by laboratories of various profiles, including PCR for Covid-19.

The materials presented in this article are the result of the practical application of solutions in the field
of laboratory diagnostics automation.

K. Kanipkyios', A. McmansioBal, A. Beiiceryi?, A. Carbiéannesa’

! Coken Ceiidysuun arsinnarst Kasak arporexuukaisik yuusepeureri, Hyp-Cyirran, Kazakcran;
2 KIIC «SmartLab Kazakhstan, Anmatsl, Kasakcran

3EPTXAHAJIBIK 3EPTTEYJIEP HOTH)XEJIEPIHIH QR-BEPHOUKALUACHI

AnHoTanmsA. byn Makamaga 3epTXaHANBIK 3epPTTEyNep HOTWKENEPiHiH INBIHAMBUIBIFBIH Tekcepy yimiH QR koxrapem [1]
NPaKTHKAIBIK KOJNAaHy cumarraidragbl. QR koxarapsl Oapiblk —cananmapia akmaparThl OKbUIIaM — COMKECTCHAIpY JKOHE
TpaH3aKUHMSJIBIK OPEKeTTepli JKy3ere achlpy peTiHAe KeHiHeH KojaHbuia Oacranpl, mMyHaa URL MekeH-xaiibiH Iudpiay
KOJIJaHBUIbIN, CMapTGOH KamMepachl apKbLIbl XKbLIIaM aHbIKTayFa MYMKiHAIK Oepeni. [ludpnanasipy qeHcaybIK CaKTay, )KYMBIC,
OiniM Oepy/iH OHJIAHH-OpPTAChIHA KOIIYTe JKOHE aypyJiapIblH Tapalybl Typaibl KeOipek MoNiMeTTep aiyFa, akmapar aamacyra
JKOHE 3epPTXaHAIbIK HOTWXXeNlepAi Oypmanaychl3 Te3 aylyra bIKHad erefi. ¥cCbHbUIFaH memriM SmartLAB maGopaTopusuibik
aKIapaTThIK XKYyleciHiH m1athopMacklHbIH KypaMaac 6eiri 60 Tabbuthi [2], ap TYpi1i npoduibaeri 3epTxaHanapabl KeIeHIi

— 100 ——
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aBTomaTtauabipyasl HL7 ([encaynbik meHreiii 7 - «Kerinwi geHreit») [3], ASTM (arpur. American Society for Testing and
Materials - «AMepUKaHIBIK TeCTiIEy MaTepHajmapbl KOFaMbl») [4] XaJbIKapanblK CTaHZAPTTApbIHA COMKEC 3epTXaHANBIK
JKaOJBIKTAPMEH TiKeJel e3apa OpeKeTTecy apKbUIBI CEHIMAI HOTMDKENepre KOJ JKETKi3y VINiH OapibIK >KYMBIC TPOLECTepiH
KaJarajnail OTHIPBII, CTAHAAPTTHL MOHIEPACH ayBITKYJaplAbl aBTOMATThl TYPJE aHBIKTayAbl xky3ere acbipaabl [5]. 2019 xbuibl
AnMathl KaJlachIHBIH Tepi — BEHEPOJOTHSUIBIK MCHAaHCEpiHiH 3epTXaHachl HerisiHge QR KoaTapblH NUIOTTHIK €HTI3y JKy3ere
aCBIPBUIABI, OHBIH HOTIKENEepi JKarbIMABl acep Oepim, QR koxrappiH Gacka 3epTXaHabIK JAMArHOCTHKAHBIH Npoduiaepinze,
mbicanbl [ITP (momumepasnmel Ti30EKTI peakiys), TeHETHKA, MHKPOOHOJIOTHsS JKOHE KIMHHKANBIK JWArHOCTHKAZa CHTi3yre
MmymKinmiaik 6epai. Kasipri yakpirra, nangemusra 6aitnansictsl, COVID-19 Bupyceinbiy PHK-bIH aHbIKTayFa apHanFaH 0apIibik
3epTXaHanblK HoTIXKeIep QR KOJBIH KaMTYBI KEpEK.

Tyiiin ce3mep: QR-xonrap, 3epTXaHaibIK akKMapaTTHIK JKyHe, 3epTXaHanublK 3eprreyiep, Covid-19, 3eprxaHa-jibIK
HOTIDKEIIEPIi TeKCepy, aKMapaTTHIK XKyife.

K. Kagupkyiuos!, A. Ucmannosal, A. Beiiceryn?, A. Carbibanuesa’

! Kasaxckuii arporexundeckuii ynusepcurer uM. Cakena Ceiidysumna, Hyp-Cynran, Kasaxcran;
2TOO «SmartLab Kazakhstan», Anmatsl, Kazaxcran

QR-BEPU®HUKAILIAS PE3YJIbTATOB JIABOPATOPHBIX HCCJIEJOBAHMIA

AnHoTanus. B naHHoil crartbe onuchkiBaercs npaktuueckoe npumenenue QR-xonmoB [1] ans mpoBepkH 1OCTOBEPHOCTU
pe3ysIbTaToB J1abopaTOpHBIX HccienoBaHui. QR-KOIBI CTaM NIMPOKO MCHONB30BAaThCS BO BCEX OTPACIsiX B KadecTBE OBICTPO
nneHTuduKanuy MHGOPMAIUK U OCYIIECTBICHHS TPaH3aKIMOHHBIX JIEHCTBUM, Ille ¢ X IOMOLIBIO IPOM3BOIUTCS MIN(pPOBaHUE
URL-anpeca, 4to 1mo3BOJsieT OBICTPO €ro CKaHUPOBATh IIPH IOMOLIM Kamepsl cMapTdonoB. llndppoBuzanms cnocoOCTByeT
Mepexofy B OHIAWH-Cpely 3APAaBOOXPAHEHMs, TPYIOBOH JEATEIBHOCTH, OOpa3oBaHMS M TOMy4aTh OOJbIIE HAHHBIX O
pacrpocTpaHeHun 3abosieBaHMil, OOMeHHMBaTbcsi WHGOPMALMEH M ONEPaTUBHO MOJy4YaTbh pe3yJbTaThl J1abOPATOPHBIX
nccnenoBanuii 6e3 nckaxxenui. [IpeacraBneHHoe penieHne apisercs komnoHeHToM miatdopmbel JIMC SmartLAB [2], koTopsrit
MIPOM3BOAMUT KOMILICKCHYIO aBTOMATH3AIKIO JabopaToOpiu pazHOro mpoduiis, codaronas Bce padodne mpouecchl IS MOTyIeHHs
JIOCTOBEPHBIX PE3YJIbTATOB IIyT€M HENOCPEICTBEHHOTO B3aMMOAEHCTBHS ¢ JT1a00OpaTOPHEIM 000PYyJOBAaHUEM 110 MEKTYHAPOIHBIM
cragnapram HL7 (anrn. Health Level 7 — «CenpMmoit ypoers») [3], ASTM (arra. American Society for Testing and Materials —
«AMEpHKaHCKOe OOIIECTBO 110 MCIBITAHUIO MAaTepPHAIOBY») [4] W aBTOMAaTHYECKOMY BBISBICHHIO OTKJIOHCHHUH OT HOPMAaTHBHBIX
BenmmunH [5]. B 2019 romy Obuto muioTHOe BHeapenne QR-Bepubukanmu pe3ynbTaToB Ha 0ase J1abopaTOpud KOXKHO-
BEHEPOJIOTUUECKOT0 JAHUCIaHCepa T. AJIMAThI, Pe3yibTaThl KOTOPOTO IalHM BO3MOXKHOCTh BHeApeHust QR-kogoB u B apyrue
npodunn 1ab0paTopHOM IOuarHocTukd, Takue kak I[P (mommmepasHas nenHas peakuusi), T€HETHKA, MUKPOOMOIOTUSA H
KJIMHUYECKasl AMarHocTHKa. B HacTosimee BpeMmsl B CBS3M C MaHAEMMEll Bce pe3yNbTaThl JaOOpaTOPHBIX HCCIENOBAaHHUI Ha
BeisiBnieane PHK-Bupyca COVID-19 nomxasl copepxats QR-kox Bo nzbexaHne moaaenok pe3yabTaToB.
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